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(Component activity, Local Mailing Address)

APPENDIX K TO PART 275—FORMAT FOR
FORMAL WRITTEN REQUEST

[Official Letterhead]

Mr./Mrs. XXXXXXXXXX

President (as appropriate)

City National Bank and Trust Company
Anytown, VA 00000-0000

Dear Mr./Mrs. XXXXXXXXX

In connection with a legitimate law en-
forcement inquiry and pursuant to section
3402(b) and section 3408 of the Right to Finan-
cial Privacy Act of 1978, 12 U.S.C. 3401 et.
seq., and [cite Component’s implementation
of this Part], you are requested to provide
the following account information per-
taining to the subject:

[Describe the specific records to be exam-
ined]

The [DoD Component] is without authority
to issue an administrative summons or sub-
poena for access to these financial records
which are required for [Describe the nature
or purpose of the inquiry].

A copy of this request was [personally
served upon or mailed to the subject on
[date] who has [10 or 14] days in which to
challenge this request by filing an applica-
tion in an appropriate United States District
Court if the subject desires to do so.

Upon the expiration of the above men-
tioned time period and absent any filing or
challenge by the subject, you will be fur-
nished a certification certifying in writing
that the applicable provisions of the Act
have been complied with prior to obtaining
the requested records. Upon your receipt of a
Certificate of Compliance with the Right to
Financial Privacy Act of 1978, you will be re-
lieved of any possible liability to the subject
in connection with the disclosure of the re-
quested financial records.

[Official Signature Block]

APPENDIX L TO PART 275—FORMAT FOR
CUSTOMER NOTICE FOR ADMINISTRA-
TIVE OR JUDICIAL SUBPOENA OR FOR
A FORMAL WRITTEN REQUEST

[Official Letterhead]
[Date]

Mr./Ms. XXXXX X. XXXX
1500 N. Main Street
Anytown, VA 00000-0000

Dear Mr./Ms. XXXX:

Information or records concerning your
transactions held by the financial institu-
tion named in the attached [administrative
subpoena or summons] [judicial subpoenal]
[request] are being sought by the [Agency/
Department] in accordance with the Right to

32 CFR Ch. | (7-1-08 Edition)

Financial Privacy Act of 1978, Title 12,
United States Code, Section 3401 et seq., and
[Component’s implementing document], for
the following purpose(s):

[List the purpose(s)]

If you desire that such records or informa-
tion not be made available, you must:

1. Fill out the accompanying motion paper
and sworn statement or write one of your
own, stating that you are the customer
whose records are being requested by the
Government and either giving the reasons
you believe that the records are not relevant
to the legitimate law enforcement inquiry
stated in this notice or any other legal basis
for objecting to the release of the records.

2. File the motion and statement by mail-
ing or delivering them to the clerk of any
one of the following United States District
Courts:

[List applicable courts]

3. Serve the Government authority re-
questing the records by mailing or delivering
a copy of your motion and statement to:
[Give title and address].

4. Be prepared to come to court and
present your position in further detail.

5. You do not need to have a lawyer, al-
though you may wish to employ one to rep-
resent you and protect your rights.

If you do not follow the above procedures,
upon the expiration of 10 days from the date
of personal service or 14 days from the date
of mailing of this notice, the records or in-
formation requested therein may be made
available. These records may be transferred
to other Government authorities for legiti-
mate law enforcement inquiries, in which
event you will be notified after the transfer.
[Signature]

[Name and title of official]
[DoD Component]
[Telephone]

Attachments—3

1. Copy of request
2. Motion papers
3. Sworn statement

APPENDIX M TO PART 275—FORMAT FOR
CERTIFICATE OF COMPLIANCE WITH
THE RIGHT TO FINANCIAL PRIVACY
ACT OF 1978

[Official Letterhead]
[Date]

Mr./Mrs. XXXXXXXXX
Manager

Army Federal Credit Union
Fort Anywhere, VA 00000-0000

Dear Mr./Mrs. XXXXXXXXX

I certify, pursuant to section 3403(b) of the
Right to Financial Privacy Act of 1978, 12
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U.S.C. 3401 et. seq., that the applicable provi-
sions of that statute have been complied
with as to the [Customer’s authorization, ad-
ministrative subpoena or summons, search
warrant, judicial subpoena, formal written
request, emergency access, as applicable]
presented on [date], for the following finan-
cial records of [customer’s name]:

[Describe the specific records]

Pursuant to section 3417(c) of the Right to
Financial Privacy Act of 1978, good faith re-
liance upon this certificate relieves your in-
stitution and its employees and agents of
any possible liability to the customer in con-
nection with the disclosure of these financial
records.

[Official Signature Block]

APPENDIX N TO PART 275—OBTAINING
ACCESS TO FINANCIAL RECORDS
OVERSEAS

A. The provisions of 12 U.S.C. Chapter 35 do
not govern obtaining access to financial
records maintained by military banking con-
tractors overseas or other financial institu-
tions in offices located on DoD installations
outside the United States, the District of Co-
lumbia, Guam, American Samoa, Puerto
Rico, or the Virgin Islands.

B. Access to financial records held by such
contractors or institutions is preferably ob-
tained by customer authorization. However,
in those cases where it would not be appro-
priate to obtain this authorization or where
such authorization is refused and the finan-
cial institution is not otherwise willing to
provide access to its records:

1. A law enforcement activity may seek ac-
cess by the use of a search authorization
issued pursuant to established Component
procedures; Rule 315, Military Rules of Evi-
dence (Part III, Manual for Courts-Martial);
and Article 46 of the Uniform Code of Mili-
tary Justice.

2. An intelligence organization may seek
access pursuant to Procedure 7 of DoD 5240.1-
R.

3. Information obtained under this appen-
dix shall be properly identified as financial
information and transferred only where an
official need-to-know exists. Failure to iden-
tify or limit access in accordance with this
paragraph does not render the information
inadmissible in courts-martial or other pro-
ceedings.

4. Access to financial records maintained
by all other financial institutions overseas
by law enforcement activities shall be in ac-
cordance with the local foreign statutes or
procedures governing such access.

§277.4

PART 277—IMPLEMENTATION OF
THE PROGRAM FRAUD CIVIL
REMEDIES ACT

Sec.
277.1
277.2

Purpose.

Applicability.

277.3 Policy.

277.4 Responsibilities.

APPENDIX TO PART 277—PROGRAM FRAUD
CI1vIiL REMEDIES

AUTHORITY: 31 U.S.C. 3807.

SOURCE: 53 FR 39262, Oct. 6, 1988, unless
otherwise noted.

§277.1 Purpose.

This part establishes uniform poli-
cies, assigns responsibilities, and pre-
scribes procedures for implementation
of Pub. L. 99-509.

§277.2 Applicability.

This part applies to the Office of the
Secretary of Defense (OSD); the Mili-
tary Departments; the Office of the In-
spector General, Department of De-
fense (OIG, DoD); the Defense Agencies;
and the DoD Field Activities (hereafter
referred to collectively as ‘“‘DoD Com-
ponents’’).

§277.3 Policy.

It is DoD policy to redress fraud in
DoD programs and operations through
the nonexclusive use of Pub. L. 99-509.
All DoD Components shall comply with
the requirements of this part in using
this new remedy. Changes or modifica-
tions to this part by implementing or-
ganizations are prohibited. Imple-
menting regulations are authorized
only to the extent necessary to effec-
tively carry out the requirements of
this part.

§277.4 Responsibilities.

(a) The Inspector General, Department
of Defense (IG, DoD), shall establish
procedures for carrying out the duties
and responsibilities of the ‘‘inves-
tigating official” as outlined in the ap-
pendix of this part.

(b) The General Counsel, Department of
Defense (GC, DoD), shall:

(1) Establish procedures for carrying
out the duties and responsibilities of
the authority head, Department of De-
fense, which have been delegated to the
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